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A CPA provides guidance on helping
clients enhance and sustain the value of
their companies.
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The story of how an embezzler took

advantage of a company's lack of an ethical
culture and its ineffective internal controls.

Helping Clients to Understand—and
Maintain—Their Business’s Value
Succession planning by CPA firms and their clients has been widely discussed and recommended.
Demographics suggest the need for many business owners to prepare for their exit. In the following
article, a CPA valuation analyst and business broker discusses the opportunity CPAs have to help
clients to be prepared, at all times, to exit their businesses—regardless of their demographic status
and whether the exit is sudden and unexpected or planned for. By helping owners to understand the
value of their businesses and how to enhance and sustain that value, CPAs can help owners to ensure
they will exit profitably.

By Grover Rutter, CPA/ABV, CVA, BVAL
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important to know the client and the

client's family before getting involved in
a family business dispute.
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Bankruptcy filings in the federal courts

rose 38 percent in calendar year 2007.
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It's time to prepare for the upcoming ABV
examination.
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A recent survey of financial professionals

reveals that although payments fraud is
still prevalent, organizations have found
ways to deter it.
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"You don't know what you've got—'til it's gone." That sounds so cliched. But still, it is true. Just ask
Dan Q. (fictitious name) who owns a carryout and catering business (real business) in northwest Ohio.
Like many of us, Dan was so busy working in his business that he failed to work on his business.
When misfortune hit him, only then did he begin to recognize those things that should have received
more of his attention.

Here's a website that offers free online
access to U.S. court decisions.

aicpa

Dan, in his mid 40s, was diagnosed with irreversible congestive heart failure. He thought that some
thing like that happens only to someone else. He was going to operate his business until retirement. I
asked Dan what he had planned to do with the business if he'd been able to operate it until retirement.
He looked at me strangely and said, "What do you mean?"

Even if bad luck doesn't knock on our door, we need to pay attention to the most important aspect of
our business: its value. Although many entrepreneurs fret over the values of their retirement and other
investment accounts, few really know what their businesses are worth. They look every day or two at
the values of their stock and retirement portfolios, but pay no attention at all to one of the most valu
able assets they may ever own, their business.
I talked a little with Dan about some of the studies predicting that between now and the year 2029, an
estimated $10 trillion dollars will change hands as the result of baby boomers selling their businesses.
These businesses are not mainly huge conglomerates or multinational firms, but various John Does'
main street businesses. Just like Dan's. Maybe like yours.
As our economy continues to move away from manufacturing-related jobs, more and more Americans
are expected to join the ranks of the self employed. Some of these businesses will be started from
scratch, while many others will be purchased from existing business owners. Whether it is a deli, gas
station, special trade contracting business, landscaping company, machine shop, trucking company, car
dealer, builder, or whatever, there is real value in business ownership if the owner knows how to nur
ture the business and document its value.

Dan admitted that he had never really thought about what his business might be worth when he retired.
Then it hit him. He was going to be "retiring" early. As harsh realization cast its long shadow over his
face, he asked, "How much can I get for this business?" Because of the way Dan operated his business,
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he was very disappointed with what the market
was telling him about the value of his business:
unwelcome news after working for several years
in the business.

July/August issue, will focus on the image and
processes that will enhance the business's value.

Like many business owners, Dan always empha
sized the importance of keeping the business
accounting bills low and "saving taxes." So in
order to keep Dan's account, his accountant com
plied with his wishes. A business financial state
ment was never prepared, and the Schedule C tax
form was prepared at year end to be included with
Dan's tax return. Dan didn't understand financial
statements and didn't want to pay for something
he was unwilling to learn how to use. Dan also
reasoned that nobody else would ever need to
know anything about his business anyway.

CPA firms realize, as do their clients, that the
environment they operate in can change rapidly
and become increasingly competitive. To meet
the competition and to position themselves to
adapt to changes, owners need to ensure that
their businesses continue to provide quality
services and products, generate sales to existing
and new clients and customers, and bring in suf
ficient revenues to sustain and build the busi
ness. To meet these demands, businesses need
to recruit and retain productive employees.

Dan and I talked further about what buyers look
for when they intend to purchase a business.
Dan learned that his business was not in good
condition for sale. And because of the nature of
his illness, he wasn't going to have the time
needed to enhance the value of the business.
Dan realized how many things he had done
wrong in the operation of his business. "I wish
someone would have given me this information
10 years ago," Dan told me. "I'm not going to
get much out of this, am I?"

Many business owners spend so much time
worrying about day-to-day operations of their
businesses that they never see this big picture.
Their limited perspective may be partly because
they don't believe they have the time to "mess
around" with the financial and bookkeeping
aspects of their businesses. They say things like,
"I have an accountant/bookkeeper that handles
that." Or, "My CPA worries about the financial
end of my business—that's why I pay him!" And
here is my personal favorite, "That damn CPA
firm charges me every time I ask them some
thing. Well, I fixed them! I just don't ask anymore!"

Dan was right. It was a sad situation. But it's a
situation that business owners can avoid, if they
know what to do. So, the remainder of this arti
cle will provide a few tips that may help you and
your clients to increase and preserve the value
of your businesses.

Early this year, The Wall Street Journal pub
lished an article describing the lack of readiness
of many business owners to sell their compa
nies. In essence, the article, "Want to Sell a
Business? You May Not Be Ready" (January 8,
2008), was addressed to the many entrepre
neurs "who figure they'll sell their business and
retire on the proceeds."
As is illustrated by Dan's story, if this is to be
the outcome, business owners need to be
always prepared and ensure that their business
is ready for a buyer.

This article will be presented in two parts. The
first part will focus on the need to maintain finan
cial records and documents that can demon
strate the business's viability and profitability.
The second part, which will appear in the

Financial Records

Business "tactics" (working the day-to-day busi
ness) are very important in any business opera
tion. But business "strategy" (having an overall
plan and setting goals for the business) is just
as important. Making a plan for the business
cannot be done without good financial records
and periodic financial statements that provide
important information about the business opera
tion. So here's a tip: If a client/owner doesn't
understand certain business concepts, financial
statements, or how to make a business plan,
send him or her online to http://www.
Dummies.com for several helpful and low cost
publications (No, I don't own an interest in www.
Dummies.com.). Another resource, The EDGAR
Guide to Decoding Financial Statements, can be
found online at http://www.jrosspub.com.

Also advise the owner to check out Financial
Statements: A Step-by-Step Guide to
Understanding and Creating Financial Reports,
which is available online at http://www.
exceltip.com/book-1564143414.html. If a
business owner has read any of these
Continued on next page

publications, or others a CPA would recom
mend, he or she will better understand what
the CPA is saying.

Most business owners are not like Al Capone.
But, owners need to be reminded that they
may want to sell their businesses some day.

Business owners should ask a CPA (not an unli
censed bookkeeper) to prepare a financial
statement for their businesses at least once a
year and explain what the financial statement
says about the business. Furthermore, owners
should ask the CPA for advice on how to
improve their businesses.

What do buyers look for? Income. And if buy
ers need to go to a bank in order to finance the
purchase of a business, what do the bankers
look for? Income.

CPAs should encourage business owners to
ask questions. Business owners deserve to
understand what is going on with their busi
nesses. By asking questions and ensuring
that they understand what they're being told,
business owners will be paid the following
big dividends:
1. The ability to make informed judgments
about what may need to be done differently
to improve the business.

2. A more credit worthy business.
3. The ability to significantly increase profits
(thus enhancing lifestyle) by acting upon
what the financial statements tell about the
business.
4. Help in selling the business when it comes
time to sell the business! Every buyer needs
to see financial statements and tax returns
in order to make an informed purchase.
Businesses with no financial history are
perceived to be much riskier. If an owner
does not at least have annual financial
statements, the value of the business has
most likely decreased.

The owner should also be advised that financial
statements prepared by non-CPAs are usually
perceived to be riskier investments. And the
greater the risk associated with a business, the
lower the sales price of the business.

Reporting All Income
Most owners don't like to pay taxes. Who
does? But owners need to be advised not to
underreport income. First of all, it is illegal.
Although the notorious gangster Al Capone
was involved in bootlegging, prostitution,
organized crime, and murder, he went to prison
for not reporting all of his income and paying
income taxes.

I once listed for sale a small "Mom and Pop"
tavern in a college town. "Pop" had a terminal
illness, so they had to sell the business. Of
course, they had hoped to get what the busi
ness was really worth. It was clean, and its
outstanding pizzas and subs attracted a large
following of loyal customers. But the tax
returns made it look as if the owners lived
below the poverty level.

I asked the owners about the low profits on the
tax returns, and they said something to the
effect that anyone in the bar business would
understand why profits were low.
That may be true. But their largest pool of buy
ers did not consist of people "in the bar busi
ness." The interested buyers were folks who
always "wanted" to be in the bar business.
Unfortunately, once potential buyers saw the
tax returns, they had great concerns about
whether or not they could make a living and
pay off any loans needed to buy the business.
And, potential buyers who understood that the
sellers were "skimming" were not able to get
financing at any bank. The reason was that the
bank needed to see the financials and tax
returns in order to determine if the business
was capable of generating enough income to
repay the loan.
Savvy buyers with cash will prey upon busi
nesses that underreport income. They can
be bought for mere pennies on the dollar.
Why? Simply because businesses that do
not report adequate income just aren't worth
much.

So owners should be advised to report all busi
ness revenue. Although they may think they are
saving on taxes, they will lose a fortune in sales
proceeds when it comes time to sell the busi
ness. Advise them that there are legal ways to
structure a business to reduce taxes. To do this,
they should engage a good tax CPA practitioner.
The investment in good professional advice and
services will give very great returns when it
comes time to sell the business.

More to Come
In this article I have given some simple and
basic ways that an owner can improve and
preserve the value of a business. There are
many, many additional ways to build and main
tain the value of a business. (Actually, I've writ
ten two books on the subject.) Part II of this
series will cover additional ways to enhance
and preserve a business's value. The issues
and techniques mentioned here and in the sub
sequent article are those most often overlooked
by a majority of business owners.

A business is what its owner makes it. The
opportunity is there to make it worth a lot, a
little, or nothing at all.
GROVER RUTTER is a Certified Public
Accountant, Accredited Business Valuator,
Certified Valuation Analyst, Business
Valuator Accredited in Litigation, and an
Empire Certified Business Broker. He has
written several articles on the subject of
business valuation, many of which have
been published in The Valuation Examiner
magazine. He and his wife, Sandy, who is a
Certified Business Intermediary, started an
accounting and tax practice in Findlay, Ohio
and built it into a million dollar practice,
which was sold to a regional CPA firm.
Since the sale of the CPA practice, they
spend their time helping other business
owners build the value of and sell their
businesses. Grover is a member of the
International Business Brokers Association,
the Ohio Business Brokers Association, the
Institute of Business Appraisers, the Empire
Business Brokers Network, the National
Association of Certified Valuation Analysts,
the American Institute of Certified Public
Accountants, and the Ohio Society of
Certified Public Accountants.

Letters to the Editor
Focus encourages its readers to write letters
on consulting services issues and on published
articles. Please remember to include your
name and telephone and fax numbers. Send
your letters by e-mail to wmoran@aicpa.org.
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Embezzling With Ease
The following cautionary tale tells how lack of
an ethical firm culture and of effective internal
controls can foster fraud.
The lax supervision of Walter Pavlo, Jr.'s
bosses made it easy for him to embezzle $6
million from MCI Communications, Inc. in
2001. Pavlo oversaw an MCI collections
department that handled $2 billion each
year. Speaking recently to members of the
Pittsburgh chapter of the Association of
Fraud Examiners, as reported by Joe Napsha
in the Pittsburgh Tribune Review (March 27,
2008), Pavlo admits that his fraudulent acts
were easy to perpetrate because his bosses
pressed him to keep unpaid bills off the
books. "As long as they received information
they thought was good, they were pleased,"
Pavlo said, adding "The more that I was able
to do (illegally), the more I was accepted."

Helping him to carry out the fraud was an inef
fective internal oversight system and a permis
sive culture. As pressure mounted to keep bad
debts off the company's books, Pavlo and a
friend schemed to have the friend pose as an
"angel investor," who would pretend to cover
the bills of some of MCl's undesirable cus
tomers (for example, a phone-sex company
that incurred large bills that they didn't pay).
The deceptive duo got the bad customers to
make payments into an offshore account in the
Cayman Islands. The customers turned over $6
million in cash in less than a year. Pavlo's share
was about $700,000.
Eventually, internal auditors uncovered a discrep
ancy in payments. Although Pavlo quit MCI in
1997, the auditors continued the investigation.

Pavlo was sent to an Atlanta prison, was
divorced by his wife, and ultimately declared

bankruptcy. However, after his period of atone
ment, he coauthored a book, Stolen Without a
Gun, with Forbes senior editor Neil Weinberg.
The book describes his descent into corporate
corruption and white collar crime, with dramatic
accounts of armed thugs, duffel bags of cash,
and cooked books.
Like many discovered fraudsters who preceded
him, Pavlo alerts others to how such crimes
are carried out. He has shared his cautionary
tale with the FBI, the U.S. Attorney's Office,
Fortune 500 corporations, leading accounting
and law firms, major university MBA programs,
and professional societies.
On the speaking circuit, Pavlo praises the
enactment of the Sarbanes-Oxley Act of 2002
as a preventative for accounting abuse. He
adds, however, that "you can't legislate ethical
behavior."

A Life in Crime: Chronicles of a Forensic Accountant
Part II: The case of the prodigal father and son
By William C. Barrett III, CPA/ABV, CVA,
CTP, CCFM

son, the then president, after his handpicked
board of directors voted the father back in.

The profession of forensic accounting is like
any other industry niche: You evolve to a
plateau where track record and honed skills
permit you to "hold out" as a professional.
Then, like any other business, you starve a lot
before you become an overnight sensation—in
demand and truly at the top of your practice in
providing value—both on the scene and in the
courtroom.

This transpired after the father had already
received about $11 million of the $14 million
front-loaded installment sale of his 55% share
of stock back to the company. This was in
addition to a subsidiary company doing about
$6 million a year (to give him some pin money
in his retirement); a couple of million dollars
worth of choice undeveloped land; a $6,500
monthly annuity to the father's ex-wife; and an
assortment of various trucks (for the sub
sidiary), cars, two helicopters, and the company
jet. Okay, so the jet was purchased used.

The following case, which I directed, will give
you an idea of how well developed professional
skepticism prevails to reveal the fraudster—
usually a well educated, respected member of
the community, quite adept at concealing and
perpetuating fraud by bending others to his or
her will.

He Who Dies With the Most
Toys Wins
The case was captioned as a shareholder dis
pute. A 73-year-old father returned to the com
pany, a construction and building materials
manufacturer, and threw out his 42-year-old
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When the father had been back in charge for a
little more than two years, we were asked to
do a forensic investigation for the deposed son.
The object of the investigation was twofold: to
substantiate the claims of misfeasance by the
father before he left and after his return, and to
show that the son, during his reign, had not
misappropriated anywhere near the amount of
company funds the father had alleged in his
countersuit. You see, while the father liked
owning his own air travel and the quiet country
"plantation" with his new wife, the son liked

owning luxury cars and the new lakefront man
sion he and his new wife shared. We were
also engaged to do a business valuation to
show that the son had not "run the business
into the ground" during his tenure.

Complications Enter
So far so good, right? After all, we adhered, so
we thought, to rule No. 1 in forensic account
ing: "Always get an adequate retainer when
dealing with shareholder disputes." Well,
things got a little complicated over the sixmonth engagement.
First was the forensic part. After the son's
attorney announced to the father's attorney
that we were going to make mirror image
copies of the company's server and other
strategic computers to review accounting and
other data entries, several things happened to
the tune of "The Dog Ate My Hard Drive."
Turns out the server was an off-site timeshare
owned by a computer sales and maintenance
store that did all of the company's information
technology work. And strange as it may seem,
several months before our request, a thunder
storm had struck the server and fried the hard
Continued on next page

drive, and all the backup tapes were either dis
carded or overwritten. Of the company's two
financial computers, one was given to charity,
and the other, which we did get, had a new
hard drive in it because "the old one crashed."

The judge in this case felt it was too onerous
and costly to conduct an on-site forensic audit
of the original financial documents making up
this company, which made just under $30 mil
lion a year.
Being effectively barred from conducting a foren
sic investigation, we were able to find tax fraud
and violations of tax rules. The father was report
ing the installment sale properly, as long-term
capital gain, but improperly in not revealing the
front loading, the more than $8 million in trans
ferred property and equipment, and the $78,000
annuity (spousal support) to his ex-wife.

The violations were of IRS Family Attribution
Rules that bar selling stock back to the
family owned company while still having con
tracts with the company and the subsidiary.
Furthermore, you can't realize millions of dollars
for selling your stock back to the company and
then return two and half years later and buy
back the same shares at par value of $1 per
share. Well, the judge wasn't interested in "tax
problems" as a basis to substantiate the need
for lifting the bar on the forensic investigation.

An Inconsistent Controller
Did I mention that the case got a little more
complicated? The controller, an ex-CPA, was a
convicted tax felon hired after his release from
federal prison by the father and had been a
dedicated and totally rehabilitated accountant
ever since.

This dedicated controller, who had worked for
the company for more than eight years, had
not made quarterly estimated payments on
the son's withdrawals or taxable share of
income for the two and a half years the son
was president. He said it was because the
son had never asked him to do so, even
though he had done them for father and son
every year since he became controller and for
the two years after the father came back as
president.

Also, the son's individual income tax returns
had not been filed for more than three years.
Liability, penalties, and interest totaled more
than $5 million for federal and Virginia state
income taxes due. The controller's response:
He had put the returns on the son's desk to
sign and thought the son had taken care of
the returns.
We were able to get the total liability down to
less than $1 million, and it would be paid off
because the son was selling his 45% interest to
a rival company who had offered him employ
ment and would seek seats on the father's
board once they owned the stock. They would
pay the son $2 million upfront with another $1
million over two years provided certain condi
tions were met.

I could go on, but here is how it ended. The
son, poor thing, suffering terribly from stress
—and some pretty heavy prescription and non
prescription drug abuse—went into a mental
institution for a little "R&R." The attorneys
were paid in full. The son, now out of the insti
tution, can't afford to pay his attorneys to
move forward. And us? We wrote off billingsin-arrears in the low five figures.

Lessons Learned
The first lesson that comes to mind is "Know
your client." Or, "Know your client's family," if
you are getting into a family business dispute.
Then comes, "Know that in litigation, you are
either working like the Maytag repairman or a
one-armed short order cook," and the amount of
work you do when busy can be much more than
is covered by the established retainer—and you
may well be doing this crunch-time work when
the client has already used up his or her capital.
I have also learned that there will always be
enough fraud and corporate corruption to keep
me busy and happy. Sometimes I don't even
get under the covers when I go to sleep
because I don't want anything getting in the
way when I jump out of bed, raring to start a
wonderful brand new day that is pulling me
into some exciting and challenging adventure.
Also, there will always be enough need for
fraud detection to go around—so get out there!
Incorporate forensic accounting into your
career. You will help the profession of public
accounting to continue as a shining beacon of
respect and trust.

WILLIAM C. BARRETT III, CPA/ABV, CVA, CTP,
CCFM, a sole practitioner in Richmond, has
investigated fraud and misfeasance in corpo
rations, boards of directors, and medical
practices and has directed teams investigat
ing multidefendant money laundering, illegal
income, tax evasion, and white collar fraud.
Bill sits on the Ethics Oversight Board of the
National Association of Certified Valuation
Analysts (NACVA) and is a member of the
Virginia Society of CPAs' Editorial Task Force.
Contact him at billbarrett@barrettpc.com.

Bankruptcy Filings Rebound in Calendar Year 2007
On April 15, 2008, the Administrative Office of
the U.S. Courts issued a press release
announcing that bankruptcy filings in the
federal courts rose 38 percent in calendar year
2007. The number of bankruptcies filed in the
twelve-month period ending December 31,
2007, totaled 850,912, up from 617,660 bank
ruptcies filed in calendar year 2006. Filings
rebounded from a 70 percent drop in calendar
year 2006, which was the first full 12-month

period after the Bankruptcy Abuse Prevention
and Consumer Protection Act of 2005 (BAPCPA) took effect.

An historic high in the number of bankruptcies
filed occurred in 2005, when more than 2 million
bankruptcies were filed, mainly because, in
October of 2005, many of the provisions of
BAPCPA were enacted. Filings fell through 2006,
but gradually started to climb back up in 2007.

Business and nonbusiness
filings
The majority of bankruptcy filings involve pre
dominantly nonbusiness debts. In 2007, they
totaled 822,590, up 38 percent from the
597,965 nonbusiness bankruptcy filings in
2006. Nonbusiness filings totaled 2,039,214
in 2005.

Continued on page 6
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Filings involving predominantly business debts
totaled 28,322 in 2007 up 44 percent from the
19,695 business bankruptcy filings in 2006.
Business filings totaled 39,201 in 2005.

First quarter of FY 2008
The last three months of calendar year 2007
were the first quarter of the Judiciary's 2008
fiscal year. The number of bankruptcies filed
during the first quarter of fiscal year 2008
(October 1-December 31, 2007) was 226,413
up 27 percent from the 177,599 filings in the
first quarter of fiscal year 2007.

Filings by chapter
In 2007, filings rose under chapters 7,11, 12
and 13 of the U.S. bankruptcy code as follows:
• Chapter 7 filings totaled 519,364, up 44
percent from the 360,890 Chapter 7 filings

reported in 2006.

• Chapter 11 filings rose 23 percent to
6,353 in 2007 from the 5,163 filings in
2006.
• Chapter 12 filings totaled 376, up 8 percent
from the 348 Chapter 12 bankruptcy filings
last calendar year.
• Chapter 13 filings were 324,771, up 29 per
cent from 251,179 Chapter 13 filings in
Calendar Year 2006.

Resources
• The website of the AICPA Forensic and
Valuation Services Community (http://fvs.
aicpa.org/) has numerous resources on
bankruptcy available to FVS Membership
Section members. Entering "bankruptcy" in
the search box will call up a list of 77
resources.

• The U.S. Courts website (http://www.
uscourts.gov/bankruptcycourts/
bankruptcybasics.html) covers bankruptcy
basics, including the bankruptcy process,
explanations of the various chapters, and a
glossary of terms you need to know.
• Individual federal courts are authorized to
prescribe rules for the conduct of their busi
ness. The local court rules must be consis
tent with federal law and the federal rules of
practice and procedure, 28 U.S.C. §2071 (a).
Links to the local federal bankruptcy courts
are accessible at http://www.uscourts.
gov/rules/bk-localrules.html.
• The Administrative Office of the U.S. Courts
compiles statistics on bankruptcy filings for
each quarter ending December, March, June,
and September. The statistics are available
at http://www.uscourts.gov/
bnkrpctystats/bankruptcystats.htm.

Get Ready for the ABV Exam
The demand for professionals with accredited
valuation experience continues to increase. To
give AICPA members the opportunity to acquire
a credential that attests to their qualifications
and experience in valuation analysis, this year
the AICPA's Accredited in Business Valuation
(ABV) examination is scheduled for November
10 through December 13. Registration for the
exam will begin in July 2008 and last through
October 31. The exam registration fee is $550
for new registrants.
To learn more about the ABV credential and to
apply for the credential, go online to http://
email.aicpa.org/cgi-bin15/D M/y/eAOMhk
DWOEccOjhqOEn.

Prepping for the Exam
To help candidates prepare for the upcoming
exam, two types of courses are offered during
the year. They are as follows:

Week-long AICPA-hosted BV schools. To
accommodate the increased demand for
these informative sessions, the AICPA has
increased the number of sessions offered
from two to four, giving our members more
flexibility in location and scheduling. This
year's BV school sessions will be offered in
Atlanta, GA; New York, NY; Phoenix, AZ; and
Lewisville, TX. For more information on
scheduling and registration, go online to
http://email.aicpa.org/cgi-bin15/DM/y/
eA0MhkDW0Ecc0iS60ES.
• Intense three-day, state society hosted
exam review courses. This year, five
review courses will be hosted by the follow
ing state societies: California, Illinois, Florida,
Maryland, and Texas. To find out more
about the courses and registration, go online
to http://email.aicpa.org/cgi-bin15/
DM/y/eAOMhkDWOEccOjqUOEU.

To learn more about the ABV exam and obtain
an overview of the ABV credential, go online to
http://email.aicpa.Org/cgi-bin15/DM/y/
eAOMhkDWOEccOiNAOEY.

Discounts and Incentives
First-time applicants can save money. The
AICPA is providing an early bird registration
discount of $50 for candidates who register for
the exam by July 31, 2008. Also, if you partici
pate in one of the AICPA-hosted BV schools
mentioned above, you will receive $100 off
your exam fee when you register for the exam.
As an added bonus, if you also participate in
the three-day review course, you will receive
an additional $50 off. The possible savings: up
to $200 for first-time applicants.
Any questions? Email FVSinfo@aicpa.org.

Payments Fraud: A Continuing Concern
Although payments fraud is prevalent, organiza
tions have implemented effective deterrents.

The Association for Financial Professionals (AFP)
reports that "Safeguarding their organizations
continues to be a major concern of treasury and
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finance professionals. Repeated reports of check
scams, data breaches, and losses from online
commerce reinforce the need to strengthen
defenses against attempted fraud." These are
findings of the 2008 AFP Payments Fraud and
Control Survey conducted in January 2008 to

determine not only the type and frequency of
payments fraud that organizations experienced
in 2007, but also the measures that organiza
tions use to defend against fraud in check,
automated clearing house (ACH), and card
payments.
Continued on next page

Electronic Payments Network underwrote the
2008 survey of 3,950 of AFP's corporate practi
tioner members with the job titles of cash man
agers, analysts, directors, assistant treasurers,
and controllers. The responses totaled 552.

Findings
The survey findings not only provided an under
standing of the prevalence of payments fraud,
but also the practices organizations have imple
mented to prevent and deter such fraud. The
survey report highlighted the following findings:
• Seventy-one percent of organizations experi
enced attempted or actual payments fraud in
2007. Of these, 80% of organizations with
annual revenues greater than $1 billion were
victims, and 58% of organizations with annual
revenues under $1 billion were victims.

• Almost all organizations (94%) that experi
enced attempted or actual payments fraud in
2007 were victims of check fraud.

The good news—perhaps—is that 63% of
organizations subject to payments fraud suf
fered no financial loss. For organizations that
suffered financial losses from payments fraud,
financial damages were relatively small—averaging $13,900.

Check Fraud
Among the types of accounts subject to check
fraud, accounts payable/disbursement accounts
were the most frequent targets (84%). The pay
roll account was the second most frequent tar
get of check fraud (34%).

The defenses used against check fraud were
tight internal controls and positive pay services.
More specifically, they included the following:
• Positive pay or reverse positive pay (77%)
• Daily reconciliation (45%)
• Internal controls (for example, separation of
duties) (43%)

• Payee positive pay (40%).
Positive pay is an automated fraud detection
tool offered by the cash management depart
ment of most banks. In its simplest form, it is
a service that matches the account number,
check number, and dollar amount of each
check presented for payment against a list of
checks previously authorized and issued by
the company. All three components of the
check must match exactly or it will not pay.

ACH Fraud
Fifteen percent of organizations experienced
financial losses from ACH fraud in 2007.
Failure to adopt effective internal procedures
and bank fraud control services were the
most frequently cited reasons for the loss. The
failures included:

the use of these cards. The techniques used
to deter fraudulent use of corporate cards
include:

• Requiring original receipts for purchases
and/or printouts of web confirmations of pur
chases (78%)

• Not reconciling accounts or returning fraudu
lent ACH debits on a timely basis (56%)

• Defining card spending limits by employee
and by employee level rather than the same
for all employees (68%)

• Not using ACH debit blocks or ACH debit fil
ters (50%)

• Assigning a permanent administrator to train
cardholders and monitor usage (67%)

• Not using ACH positive pay (19%)

• Developing a detailed cardholder agreement
that both cardholders and supervisors must
sign (54%)

• Failing to prevent internal fraud (19%)

The best practices for controlling ACH fraud
include:
• ACH debit blocks (76%)

Consumer Electronic
Payments Fraud

• Timely ACH return (50%)

Ten percent of organizations that accept elec
tronic payments from consumers indicate that
they were victims of attempted or actual con
sumer ACH and/or card payments fraud in 2007.

Online Payments Fraud
Control

The payment forms targeted included credit
cards (89%), ACH (38%), and signature debit
cards (24%).

• Daily reconciliation (72%)
• ACH debit filters (64%)

Organizations are threatened by possible
hacker attacks, data breaches, and internal
fraud and consequently have put in place sev
eral practices to protect their online payments
and cash management data. The practices
include:

• Segregating responsibilities among different
employees for payments template mainte
nance, payments entry, and payments
approval (88%)
• Using multi-factor authentication tools, for
example, tokens, digital certificates, smart
cards (87%)
• Deleting online user IDs as part of the exit
procedure when employees leave (83%)

• Assigning dual system administrators for
online cash management services (82%)
• Requiring online passwords be changed peri
odically (82%)

Business-to-Business Card
Payments Fraud
Only 13% of organizations that use corpo
rate cards report that they experienced
attempted or actual payments fraud through

Some Recommendations
The report's conclusion states that "Switching
from checks to electronic payments can be a
fraud-fighting tool. Organizations are much less
likely to be subject to fraud from electronic
payments than from checks."

Furthermore, "organizations should be on
guard against internal payments fraud, as well
as fraud from external sources." Of the organi
zations that experienced ACH fraud, almost
40% reported that an employee was responsi
ble for the fraud. According to half of the
organizations that experienced credit card
fraud, employees were responsible for at least
some of the fraud.
Finally, the report recommends, "Effective
defense against payments fraud requires a
range of fraud-fighting tools. Best practice
organizations employ a two-pronged approach:

1. Implementation of tight internal controls
2. Use of banks' antifraud services."

Free Online Access to U.S. Count Decisions
Carl Malamud, founder of Internet Multicasting
Services, believes that public domain informa
tion should be accessible to the public without
charge. He has created public access databas
es of such information on the Internet when
the provider of the data failed to do so or
licensed the data to a private company that
provides it only for a fee. (Go online to http://
public.resource.org/.)

He has done this in the past with the Securities
and Exchange Commission's (SEC's) EDGAR
database, the Smithsonian, and Congressional
hearings. His goal now is to make accessible
the body of federal case law. Currently, this
information is provided primarily by multibillion
dollar businesses such as WestLaw.
On a site that recently went live (http://public.
resource.org/casejaw_announcement.html),

Malamud has begun publishing the full text of
legal opinions, starting in 1880, and has out
lined a process that will eventually lead to a full
database of U.S. case law. Malamud says that
his short-term goal is to create "an unencum
bered full-text repository of the Federal
Reporter, the Federal Supplement and the
Federal Appendix," and his medium-term goal
is to create "an unencumbered, full-text reposi
tory of all state and federal cases and codes."

In a letter to West Publishing (http://bulk.
resource.org/courts.gov/letter_to_west.pdf)
that accompanies the first data release on the
site, Malamud asks West to clarify what infor
mation it considers proprietary and what is in
the public domain. He also asks West to
release the full text of the Federal Reporter,
Federal Supplement, and Federal Appendix. He
says, "Codes and cases are the very operating

system of our nation of laws, and this system
only works if we can all openly read the pri
mary sources. It is crucial that the public
domain data be available for anybody to build
upon."

West's proprietary data, of course, is not the
text of the case law itself. The proprietary data
comprise their key number system and accom
panying summaries, or "headnotes," as well as
their value-added tools for searching and man
aging the voluminous amount of data. Con
sequently, many West users may find it worth
while to continue their use. It should be noted
too that in the last decade, the federal courts
have published their current opinions, and that
law professor Tim Wu's AltLaw Web site
(www.altlaw.org) provides a full text search
engine for those recent cases.
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